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DoD Directive 8570.01M

The U.S. Department of Defense Directive 8570.01M requires all full-time and part-time military service 
members, defense contractors, civilians and foreign employees with privileged access to a DoD system, 
regardless of job series or occupational specialty, to obtain a commercial certification credential that 
has been accredited by the American National Standards Institute (ANSI). 

Phoenix TS has extensive experience providing 8570.01M training courses to personnel from 
government agencies such as U.S. Army, DISA and U.S. Air Force as well as contractors. Live virtual 
training and dedicated on-site classes are available, allowing your team to receive training when and 
where it is convenient. Phoenix TS also offers open-enrollment training classes at its state-of-the-art 
training centers located in Columbia, MD and Tysons Corner, VA.

DoD 8570.01M Baseline Approved Certifications 

IA Technical
Level I
• A+ CE
• CCNA - Security
• Network+ CE
• SSCP

Level II 
• CySA+
• Security+ CE
• CCNA - Security
• GSEC
• SSCP
• GICSP

Level III
• CASP CE
• CCNP - Security
• CISSP (or Associate)
• CISA
• GCED
• GCIH

IA Management

Level I
• Security+ CE
• CAP 
• GSLC

Level II 
• CISSP  (or Associate)
• CISM
• CASP
• CAP 
• GSLC 

Level III 
• CISSP (or Associate)
• CISM 
• GSLC

IA System Architecture and Engineering

Level I
• CISSP (or Associate)
• CASP CE
• CSSLP

Level II 
• CISSP (or Associate)
• CASP CE
• CSSLP

Level III 
• CISSP-ISSEP
• CISSP-ISSAP

CNDSP Analyst
CNDSP 

Infrastructure 
Support

CNDSP Incident 
Reporter

CNDSP Auditor CNDSP Manager

• CEH
• CFR
• CySA+
• GCIA
• GCIH
• GICSP
• SCYBER

• CySA+
• CEH
• SSCP
• GICSP

• CEH
• CFR
• CySA+
• GCFA
• GCIH
• SCYBER

• CEH
• CySA+
• CISA
• GSNA

• CISSP-ISSMP
• CISM
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DoD Directive 8570.01M cont. 

DoD 8570.1 IAT Privileged Computing Environment (CE) Certifications

IAT Level I

Microsoft 
• MCTS and MCITP: 

Windows 7 
Configuration and 
Desktop Support 
Technician

Cisco  
• CCNA (Cisco 

Certified Network 
Associate)

CompTIA
• Linux+

Oracle
• N/A

IAT Level II

Microsoft 
• MCITP: 2008 Server 

Administrator

Cisco  
• CCNA (Cisco 

Certified Network 
Associate)

CompTIA
• Linux+

Oracle
• Oracle 10G DBA

IAT Level III

Microsoft 
• MCITP: 2008 

Enterprise & Server 
Administrator

• MCITP: 2008 Server 
Administrator

Cisco  
• CCNP (Cisco 

Certified Network 
Professional)

CompTIA
• Linux+

Oracle
• N/A


